
.,	 National Position Risk'Designation fo.. Non-NASAAeronautics and
 
Space
 Employee

/ , J",'" Administration -. \ .. :',• 
, o o	 oNEW FORM' UPDATED FORM PRE- ASSIGNMENT HIGH RISK DATE 

CHECK HIGHEST LEVEL OF RISK DESIGNATION: HIGH RISK MODERATE RISK	 LOWRISK0	 0 0 
REMOTE IT ACCESS ONLY o 

PRIME COMPANY NAME	 CONTRACT NO. CONTRACT EXP DATE OPTION YRS EXP DATE 

APPROVING COMPANY REPRESENTATIVE NAME PHONE NO E-MAIL ADDRESS 

SUB COMPANY NAME (If applicable)	 IF OTHER CONTRACT NUMBERS ARE APPLICABLE, LIST BELOW 

APPROVING COMPANY REPRESENTATIVE PROGRAM/PROJECT REFERENCE (If !ppllcable) 

", 

EMPLOYEE'S LAST NAME	 FIRST (Given name at birth) IMIDDLE (Given name at birth) 

MAIDEN NAME OTHER NAMES USED (Alias)	 ISOCIAL SECURITY NUMBER 

DATE OF BIRTH (MMlDDIYYYY) PLACE OF BIRTH (City, cou~ty! state), IE-MAIL ADDRESS 

DOES EMPLOYEE CURRENTLY HOLD OR HAS THE EMPLOYEE HELD A PERSONNEL SECURITY CLEARANCE YES D NO 0
WITH THis COMPANY? 

WITH ANOTHER OR PREVIOUS COMPANY? YES 

~~~~lffJ 
HI~H RISK po.ltlon. Involv. dutl•• that ar••~p.claJly critical to the Agency a~d Ita program. and operation•• 

Y.. No 

1.	 Policy or program authority such as NASA policy development and Implementation 

2.	 Higher level managerial assignments (e.g. Key Personnel or equivalents) 

3.	 Non-managerial assignments having authority an~/or autonomy for Independent action 

4.	 Responsible for planning, directing, controlling, Implementing, developing, designing andlor administering: (a) IT
 
system. Including development activity associated with hardware and software; (b) Agency IT Security Program; (c)
 
IT risk analysis and threat assessments; (d) computer security program andlor (e) conducting Investigation
 

5.	 System access with relatively high risk for causing: (a) grave damage; and/or (b) very serious adverse Impact;

andlor (c) significant personal gain
 

6.	 Significant Involvement In life-critical or misslon-crltlcal\~ystem~ 

7.	 privileged aCcess to Mission Essential IT Systems and Infrastructure 

8.	 Assignments Involving accountIng, disbursement, or authorization of $10 million dollars or more per year 

9.	 Access to systems that Interconnect with a NASA network In such a way as to enable the user to bypass firewalls
 
or systems operated by any NASA contractor. or another contractor, whose function and data has substantial value
 

10.	 Does the employee require access to Sensitivity Compartmented Information or FacUlty? 

11.	 Does the employee require access to Special Access Programs? 

PRIVACY ACT INFORMAnON 
NASA Is authoriz9d to collect the Information required on this form under the provisions of 42 U.S.C. 2455. Providing this Information Is voluntary. The principal purpose 
for which this Information will be us9d Is to determined for access to NASA Federel Facilities, FederellT systems, and Information. This Information will be Incorporeted 
Into the Security Reccrd:: Sy::tsm3 - NASA. 'Tlhi Informiit/un wli/ bil i.Jbw 10 provide data to Federal inteiiigence, investigatIVe, and law enforcement agencies and to 
state and locellaw enforcement agencies. If the Information Is not furnlsh9d, access to NASA Federal Facilities. Federal IT systems, and Information will be denied. 

NASA FORM 1760 JAN 07 



NAME 

MODERATE RISK po.ltlon. Involve dutle. of conllderablelmporlance to the Agency and Ita program. and operation•• 

Ve. No 

12.� fA,sslsts In policy development and Implementation 

13.� Mid-level management.asslgnments 

14.� Non-management positions with authority for Independent or semi-Independent actions 

15.� Responsible for directing. pla!'nlng, deslgnlng.,operatlng, or malntalnlnq .IT syste~s, anc;! \Vh,os~ y/()rk Is technically.,� 
reviewed by a higher authoritY to Insure the Integrity of the system . . r ;!� 

16.� System design, operation, testing, maintenance, or monitoring which Is under technical review of IT High Risk and 
Includes: ..,. '. ' ., .� 

System. that contain the primary copy ordata whose cost to replace exceeds $1 mllllonL, ;" .'" ,~, .� 
Control systems which affect personal safety and/or physical security, fire, or Hazmat warning safety systems� 
Privileged Information.on contact awardS In excess of $10 million .... . .� 
Accounting disbursement or authorization of more than $1 million, but lelis then $10 million per year: 

-.'� :.17.� Access to data or systems whose misuse can cause serious adverse Impact or result In ~rsonal gain: '� 
Proprietary data (NASA and/or Contractor) I� 
Privacy Act protected Information ,� 
Export Control Regulations (EAR); International TI'lI~ Tn Anns Reg.ulatlom~(IT,I,R); and the MIlitarily Crltlcar" 
Technolow1es List (MCTL) Infol11\atjon.. ~. . ...: .,:,. . . c, ""' • 

,', :. :":'~. .... ,.; LJt.~,·' ~ ~ ... \ \~ .. , ii'" .~ 

18.� "Limited privileged" acc~fJ8 to any IT SYlltems.whose misuse can cause "ad~e~se.lmpaet:~ N"~'mlsslo.n!, .. 

19.� Access to: (a) Geological and geophysical Information and data, Including maps, cOncerning wells; (b) Center maps� 
and/or plain text documents describing locations/directions (e.g. latitude, longitude, depth, etc.) of underground� 
utility conduits (e.g. sewers, ga8, data, com,"unlca~ons,eto.);,And/or (c) Drawings and spec:;lflcatlona tha~ Ic!entlty ~ :� 
existing or proposed security measures for missions essentlallnfrastrueture designated a.ssets or other key resouteas ' ,'. :� 

LOW RISK po.~ltl0l"!s In'!'e»lve d~tl!ls with IImlt~d relations to theAgency al"!c:llta programs!lnd operations. 

:":,, { 

20.� Position which has little affect on the efflclency of ttl. Agency', programs and opera~on!, 

21 . Non-sensitive positions and all other positions Involving IT systems whose misuse has limited potential for adverse� 
Impact to or. sensitive data-, which Is protected with a password and encryption. ' "''C'''''' .� 

,::~:<,:~"f':,,~, _.~~ ',,' '"c.""':'h"",,,,:.",,"'M "" ..... >".,,,,, 

NASA MISSiON CRmCAL SPACESVSTEM PERSONNEL RELIABILITY pROGRAM (MCCSSPRP)'AND MISSION ESSENTIAL 
INFRASTRUCTURE (MEl) positions. Note: MEl briefing Is stili required: PRP Sponsorehlp stili required. 

Ves No NlA 

22.� Personnel occupying positions that Involve unescorted access to mlsslon-crl\lcal space system areas,� 
mission data, or mission-specific IT systems Including those activities related to access to and/or manipUlation� 
of command and control systems of all NASA space-assets, where inappropriate actions' could result In� 
damage and/or loss of the asset and/or critical data, or result In the 1088 of life and/or serious InjUry "� 

23.� Persons requiring unescorted access to Mission Essential Infrastructure (MEl) asset 

CHILDCARE WORKER EMPLOVEJ; 
, " "0; , , •• 

24.� Is the employee primarily a chlldcare worker In a NASA chlldcare facility? 

~". " 

NASA PROJECT MANAGER (Sponsor) OR COTR NAME I ' '. SIGNATURE ' . 

ORGANIZAT:O~~ eOCE PHONE NUMBER 

NASA FORM 1760 JAN 07 
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