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Objective:

Address the use, handling and 
reasonable protection and safeguarding of 

Proprietary Information received either 
from Industry or Government sources
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Proprietary Information
Proprietary Information (“PI”) means  technical 
and business information which the transmitting 
party desires to protect from unauthorized 
disclosure or use and likely related to a specific 
topic or program.

PI may be in many forms, including designs, 
concepts, test data, requirements, specifications, 
hardware, computer software, interfaces, 
components, processes, materials compositions, 
costs, written and/or electronic materials, emails, 
data, viewgraphs, research, or the like.
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What is Not PI

Generally, the following is not PI:

• Information available to the public or becomes available to the 
public through no act or failure to act of the receiving party.

• Information known to or developed by the receiving party.
• Information disclosed to the receiving party by a third party having 

legal right to disclose.
• Information disclosed with prior written approval of the disclosing 

party.

If in doubt, consultation should occur with the Principal 
Investigator in coordination with Office of Counsel.
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Presentation Topics

• Background

• Responsibilities Related to Proprietary 
Information/Data

• Organizational/Personal Conflicts of 
Interest
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Background
• UAHuntsville routinely executes Non-Disclosure Agreements (“NDA”)on 

behalf of the University and its employees regarding reasonable protection 
of proprietary information received from industry.  Only specific 
individuals authorized by the Trustees of the University of Alabama System 
may execute an NDA on behalf of the University of Alabama in Huntsville.

• FAR § 9.505-4(b) - A contractor that gains access to proprietary information 
of other companies in performing advisory and assistance services for the 
Government must agree with the other companies to protect their 
information from unauthorized use or disclosure for as long as it remains 
proprietary and refrain from using the information for any purpose other 
than that for which it was furnished. 

• DFARS § 252.204-7000 – The Contractor shall not release to anyone outside 
the Contractor’s organization any unclassified information, regardless of 
medium, pertaining to…the contract or any program related…unless (1) 
CO has approved; or (2) otherwise in the public domain

Training Briefv. 10/25/2011



Background, (cont’d)

• UAH Staff Handbook – “An employee may gain 
access to confidential information…Such 
information, and the underlying records, should 
be maintained in confidence by the employee.” 
(Page 94)

• Violations of the Alabama Trade Secrets Act may 
result in personal civil penalties to the disclosing 
individual.
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Access to Proprietary Information
• Each Principal Investigator shall list and certify team 

members and office locations for those having access to PI.  

• Relating to PI, each member shall read and agree to be 
individually bound by the terms and conditions of NDA’s 
and/or contracts  executed by the University.

• It is the Principal Investigator’s responsibility to ensure that 
access lists are kept current and accurate.

• Student (including undergraduate, graduate and 
postdoctoral) participation shall be limited to situations where 
no Proprietary Information is shared with a student.
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Training
• Each member shall certify completion of this  

training regarding protecting PI.

• This training addresses the importance of (i) 
maintaining information integrity, and (ii) 
the requirements, processes and procedures 
for PI protection. 

• The Principal Investigator is responsible for 
assuring that team members complete PI 
protection training.
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Handling of PI
• Marking and Identification – Legend on PI provides 

specific notice of restrictions on the use of the data or 
information.

• PI originally disclosed orally or visually will be 
protected to the extent the disclosing party 
summarizes the PI in writing & delivers such to the 
University within a reasonable time after disclosure.

• PI will not be used for any purpose than that for 
which it was furnished as stated in the NDA or 
contract.
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Handling of PI
• Physical Control of Proprietary Information - PI shall not be 

released outside of UAHuntsville and only within the 
University on a ‘need to know’ basis to persons that have 
been approved by the Principal Investigator.

• Copy PI only as reasonably necessary to complete the 
purposes of the NDA or contract.

• PI hard copy materials shall have cover sheets and must 
remain within designated containers/files or an access-
controlled enclosure. 

• All hard copy PI documents shall be secured within each 
member’s office prior to the end of each business day.
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Handling of PI

Training Brief

• Digital Environment Protections – PI stored in electronic 
form on disk, tape, or other storage media constitutes PI in 
permanent form.  All digital documents will retain original 
markings.

• The computer systems and tools employed by UAHuntsville 
operate on University-owned and operated networks, which 
afford firewall, intrusion, and vulnerability management.

• All users must have University issued computer accounts and 
conduct all work upon University owned computers.

• All PI data that is generated shall be stored in segregated, 
access controlled data drives and databases.

• Electronic control of PI will be the responsibility of the 
Principal Investigator.
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Handling of PI
• Outside of controlled University work space – PI must be 

stored in a locked room, drawer, filing cabinet, briefcase or 
other storage device so that access by unauthorized 
individuals is prevented when untended by the member.

• Long term work (5+ days) outside of ‘official’ work spaces 
require advance written approval from the Principal 
Investigator.

• Extended ‘off site’ possession (30+ days) requires a written 
Memorandum For Record with appropriate details as 
approved by the Principal Investigator.  MFR shall be retained 
by the Principal Investigator
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Handling of PI
• Transmission or Dissemination – External 

electronic transmissions of PI via email, telephone 
or video teleconferencing shall be received only by 
those persons approved by the Principal 
Investigator after each has executed an NDA and 
received PI protection training.

• Appropriate Markings or Legends shall be 
displayed in/on/during the transmission of PI 
and certifications from recipients should be 
obtained.
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Inadvertent Disclosure of PI
• Discovery will be reported to the Principal 

Investigator within 24 hours and fully documented 
regarding details of disclosure.

• Principal Investigator to provide a complete disclosure 
to the Vice President of Research or his designee 
within five (5) business days of the disclosure.

• Principal Investigator will immediately retrieve the PI 
from the unauthorized individual(s) and obtain a 
certification from the individual(s) that all PI (and 
copies, if any) have been returned to the Principal 
Investigator.
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Return or Destroy

• Obligations at Termination – Depending 
upon the terms of the NDA or contract, 
the receiving party will use reasonable 
efforts to destroy all received PI (in 
whatever form), including copies, then in 
its possession or control; or

• Use reasonable efforts to return all such PI 
to the disclosing party.
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Continuing Obligation
• Limitations on Use or Disclosure – Most NDA’s and 

contracts contain a continuing obligation on the part of 
the receiving party to hold the PI in confidence for a 
period of years…some as long as 5 years.

• PI may not be used for design or reverse engineering or 
any other use without the written permission of the 
disclosing party.
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Additional Requirements
• Classified Information is handled, marked and 

used in accordance with the National Industrial 
Security Program Operating Manual (NISPOM) 
and any other applicable laws or regulations.

• Export Controlled Information is handled in 
compliance with export control laws and 
regulations.

Proprietary Information agreements do not 
supersede these laws or regulations.
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Conflicts of Interest
An Organizational Conflict of Interest is the 
existence of a set of circumstances in which a 
contractor may be unable to render impartial 
advice to the government, or might have impaired 
objectivity in performing contracted work; or may 
obtain an unfair competitive advantage in the 
marketplace when competing for government 
offered work where that unfair advantage is 
obtained during performance of a government 
contract.  This unfair advantage can be introduced 
when the contractor sets the ‘ground rules’ of 
procurement thereby biasing future competition.
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Conflicts of Interest, cont’d
Broad categories of OCI can be drawn from the 
foregoing.  Those involving PI are:

• Unequal Access which provides unfair 
competitive advantage when a contractor obtains 
information not generally available to other 
competitors where such information would assist 
them in winning the contract over competitors.

• Biased Ground Rules most often come into play 
when the contractor is writing the SOW, 
performing systems engineering, or providing 
technical direction efforts.
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Employee Obligations Regarding 
Preventing OCI

• Retain a copy of each NDA and maintain a personal 
catalogue of NDA’s.

• Before commencing work on activity involving 
Government contract support (whether indirect or direct), 
review personal NDA catalogue to ascertain previous 
access to non-public information regarding the same or 
related subject matter as the proposed work.

• Notify Office of Sponsored Programs regarding any 
detected relationship between proposed work and past 
activity.

• In the event of questions, err on the side of disclosure and 
contact OSP and Office of University Compliance.  
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Violations & Enforcement
Any violation of the NDA’s and/or 
contractual provisions shall be reported to 
the Principal Investigator and Vice President 
of Research or his designee.

Appropriate administrative action up to and 
potentially including termination of the 
violating party’s privilege to access PI may 
be taken by the Principal Investigator or Vice 
President for Research in the event of 
violations by the Principal Investigator.
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Conclusion

UAHuntsville is committed to…

• Integrity,
• Abide by any and all restrictions 

regarding confidential and proprietary 
data, 

• Respect all restrictive legends.
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Questions
Office of Sponsored Programs

Gloria Greene, VBRH
256-824-2657

or
Office of University Compliance

Michael Bryan, VBRH
256-824-6845

or
Office of Counsel

John O. Cates, Esq.
256-824-6633
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