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We are sorry you missed the

Cybersecurity Workshop for DoD Suppliers

- - ler ecial Publication -
US Defense Suppliers Compliance ey, DS
AlLDOD suppliers that fall anywhere within the supply chain and handle Controlled Unclassified -
Information (CUI) are required to have certain controls in place to protect that information.
The regulation requiring the protectionis DFARS 252.204-7012 Protecting Controlled Unclassified
and the controls are described in NIST SP 800-171 VGmTSLIEN (1 SermiederalintonmEtion
Systems and Organizations

At the workshop, participants gained a better understanding of:
o Cybersecurity threats, risks and impacts

« DoD mandatory cybersecurity compliance requirements
 Resourcesthataidin NIST 800-171 compliance

e Supportavailable to Alabama companies through a DoD grant

IF YOUR ORGANIZATION SUPPORTS DoD AT ANY LEVEL OF THE SUPPLY CHAIN

YOU SHOULD CONTACT US TODAY ABOUT THIS GRANT

c c Es S supporting the DoD or organizations that require

- compliance to bid or renew a DoD contract may
labama Cyb ersecu I'Ity gualify for ACCESS Program support.

Coaching, Education and Support Services

Seereverse side for details

www.uah.edu/ooe/access

The ACCESS Program is made available through a grant from US Department of Defense - Office of Economic Adjustment



ACCESS Program Grant Services

Qualified companies can receive grant services to help them
with the primary components required for NIST 800-171

compliance.

[\CCESS

bhama Cybersecurity

Coaching, Education and Support Services

Required elements for NIST 800-171 compliance...

o

Plan of Action

Develop Plan of Action
and Milestones (POAM)
to close gaps

Assessment

Conduct Assessment to
NIST SP 800-171 and
define system gaps

System Security Plan

Develop/Update
System Security Plan
(SSP)

\

Execution

Execute Plan of Action

and Milestones and
Update SSP

%

READY FOR IMPLEMENTATION
TOBE NIST800-171COMPLIANT

.

Support is available in 2 levels...

Assessment & Gap Report
Support

Assessment

Our team will work with you to conduct an
interactive and comprehensive evaluation of
NIST 800-171r1 cybersecurity controls against
your current systems and network.

Gap Report
Your organization will receive a gap report that
will show your businesses detailed needs for

Planning Development

Support

business

Plan of Action and Milestones

Following the assessment, our team will work
with your organization to develop an action
plan to close cybersecurity gaps within your

System Security Plan

You will receive support in constructing or
enhancing a custom system security plan

improvement based on assessment results

For more information go to
www.uah.edu/ooe/access

Sign up today... _ _ _
’ For questions or to sign up for services, contact

o — & the UAH Office for Operational Excellence at..
X OOE@uah.edu

Brian Tucker, Program Manager
UAH Office for Operational Excellence

256-824-2957 or
brian.tucker@uah.edu
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