Master of Science in Information
Assurance & Security

The MSIAS degree is a unique program in that it is an inter-
disciplinary program of study among three colleges; Business
Administration, Engineering and Computer Science. Due to this
collaboration between the colleges, students will be exposed to a
diversified core curriculum with a choice of 3 different elective
tracks; having in-depth curriculum in their track while gaining
Jfamiliarity in the other two. Upon graduation students will be
able to perform: Cyber Security Analysis of vulnerabilities &
threats to network environments, Network Penetration Testing,
Auditing for Certification & Accreditation, Technical Project
Management in Information Technology. Students will also be
able to integrate the business & scientific underpinnings of infor-
mation technology trends related to the System Development Life
Cycle and understand the federal, state & local statutory require-
ments associated with Information Security through the Informa-
tion Assurance Technical Framework (IATF).

MSIAS is a 33 graduate level credit program, 18 of the credits
are part of the core classes while the other 15 are focused on the
specific track.

Core Classes:

1S 501-Introduction to Information Assurance: Overview of infor-

mation security from a technical project management and risk

management perspective.

1S 563-Computer Forensics: Looks at problems and concerns

related to computer investigations blending traditional methods

with classic systems analysis technique.

CPE 549-Introduction to Information Assurance Engineering:

Introduction to information security requirements and hardening
techniques such as cryptography, Network O/S, and file struc-

tures.

CPE 649-Advanced Information Assurance Engineering: Ad-

vanced concepts of network vulnerability analysis and attack

vector development with mitigation strategies.

CS 570-Introduction to Computer Networks: Introduction to the

organization, secure architecture and operation of computer
networks.

CS 670-Computer Networks: Detailed analysis of the organiza-

tion and operation of computer networks focusing on algorithms
and organizations for the Transport Layer, Network Layer and
Data Link.

Admission Requirements

Unconditional Admission:

Unconditional admission requires a GPA of 3.0 (4.0
scale), a minimum of a 1000 on the GRE verbal and quan-
titative sections and a minimum of a 3.0 on the analytical
and writing portions; or a minimum of 500 on the GMAT.
Also, international students must have an acceptable score
on the TOEFL or IELTS. Applicants for MSIAS need to
have a bachelor’s degree in a curriculum related to one of
the following: Management in Computer Information
Systems, Computer Science, Electrical Engineering, Com-
puter Engineering or Information Systems Security Engi-
neering.

The program is offered in three different disciplines
(tracks). Additional requirements for each track are as
follows:

Business: Bachelor’s degree in a business or related field;
students with a bachelor’s in an unrelated field will be
required to take the following prerequisites - Economics
/microeconomics, Calculus and Statistics

Computer Science: Bachelor’s degree in computer science
or a related field; student’s with a bachelor’s in an unre-
lated field will be required to take the following prerequi-
sites-Data Structure, Operating Systems, Algorithm De-
sign and Analysis, Computer Architecture and Probability
and Statistics

Engineering: Bachelor’s degree in engineering from an
ABET accredited program; students with a bachelor’s in
an unrelated field will be required to take the following
prerequisites-Data Structure, Operating Systems, Algo-
rithm Design and Analysis, Computer Architecture, Prob-
ability and Statistics

Conditional Admission:

For those who do not satisfy the unconditional require-
ments, applications will be considered for conditional
admission.

UAHuntsville is an approved institution with the Na-
tional Security Agency (NSA) Center of Excellence in

Information Assurance Education.
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Business Track

The Business track looks at the security require-
ments mandated by statutory authority and
analysis of business impact as it relates to the
System Development Life Cycle. This track in-
troduces tools and techniques for proven meth-
odologies in technical project management re-
lated to integrating information security best
practices into system development while mini-
mizing associated risks.

Business Track Courses (15 hours):

IS 577 (3 hours)-Network defense and Operation
Systems

IS 560 (3 hours)-Telecommunications and Network-
ing

IS 660 (3 hours)-Information Security Management

IS 670 (3 hours)-Business Continuity Planning
(capstone course of the Business track)

600 level elective (3 hours) in IS, CS, or ECE.

- Vulnerability
Assessments

- Policy, Procedures,
Standards &
Guidlines

- Forensics

- Physical Security
- Cryptography

Computer Science Track

The Computer Science track involves developing,
documenting and maintaining secure coding prac-
tices for scripts and applications. Also included are
the design aspects of networks ensuring a risk miti-
gated network in relation to confidentiality, integ-
rity and the availability of data and devices.

Computer Science Track Courses (15 hours):

CS 585 (3 hours)-Introduction to Computer Secu-
rity

CS 685 (3 hours)-Computer Security

CS 553 (3 hours)-Client/Server Architectures

Two courses in Computer Science at the 600 level
which must be approved by the department (6
hours)

All students must pass a written comprehensive
final examination

Information
Assurance
& Security

- Network
Penetration Testing

Engineering Track

The Engineering track takes existing and proven
practices and enhances them with an education in
the National Institute of Standards and Technology
(NIST) and the Defense Information Assurance
Certification And Accreditation Process (DIACAP).
This approach will address security issues in future
technologies during the concept & requirements
stages of system design and the formulation of the
hardware design. This type of forward thinking
security design is a void in the industry today.

Engineering Track Courses (15 hours):
EE693 (3 hours)-ECE capstone (required)
Choose 4 of the following:

CPE 645 (3 hours)-Advanced Computer Network
Security

CPE 551 (3 hours)-Software Design and Engineer-
ing

CPE 645 (3 hours)-Ubiquitous Computing
CPE 748 (3 hours)-Mobile and Wireless Networks
CPE 648 (3 hours)-Advanced Computer Networks

- Business Continuity
Disaster Recovery
- Incident Response

- Application & DB
Security



	Master of Science in Information Assurance & Security

	Admission Requirements

	University of Alabama

	In Huntsville

	Master of Science in Information Assurance & Security

	(MSIAS)

	Business Track

	Engineering Track

	Computer Science Track



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



