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In the past, a user
action, like opening ¢
their computer to becc
NEWEIE

“Drive-by downloads™ — Noy
website can cause your compute
infected
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Not Just on Naughty Sites A

Symantec claims e
websites in the worlc
malicious code at some

Top sites get malware fro

Infected Advertisements fro
of inspection

Hacked web-servers where hackers inti
code to the legitimate website
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The Basics

Keep your browse
plug-ins (Flash, Sil

Make sure your Anti\
date

Run a host-based firewal
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The Not Quite Basics

Increase security St
choice
Default Settings are o

All major browsers (IE,
Google Chrome) have addi
that are not set by default

Check their websites for configuratic
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The Not Quite Basics

“Sandboxed” Bro
an isolated space w
making permanent ct
and data in your comp

Google Chrome —runs in a
Sandboxie — works with other b
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Things to watch for...

Watch for URL (web addre

actual (look in lower left o
link)

displayed: http://update.microsoft.
actual: http://64.208.28.197/ldr.e

Beware of link that executes a p

Avoid numeric IP addresses in the |
http://168.234.153.90/include/index.html

Some even use hexadecimal notation fc
http://0Oxca.0x27.0x30.0xdd/www.irs.gov/

Watch for legitimate domain names embeddec

illegitimate one
http://leogarciamusic.com/servicing.capitalone.com/c1/login.aspx
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Things to watch for...

Beware of email supposed
URLs that point to a non-US

example below)

From: Capital One bank <cservice @capitalone.
URL in msg body: http://towernet.capitalonebank.

IE8 highlights the actual domain name
identify the true source. Here’s one from &
email that’s actually hosted in Pakistan:

" link.net. pk,
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Things to watch for...

Beware of domains from
Kyrgyzstan:

?ttp://towernet.capitalone
Pakistan: http://static-host20
42 .link.net.pk/IRS.gov/refunds.g
Lithuania: http://kateka.lt/~galax
Hungary: http://mail.grosz.hu/walme
Romania: http://www.hostinglinux.ro
Russia: http://mpo3do.chat.ru/thanks.ht

Country code definitions available at:
www.iana.org/domains/root/db/index.htm

http://its.uah.edu
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What to do if you’re not su

Analyze web links w
copying the URL anc

McAfee SiteAdvisor (e
you don’t have to install
www.siteadvisor.com/

See “View a Site Report” on the
ITS is considering adding SiteAdvisor
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Be Careful with Shortened URLs

Watch for malicious URLs cloaked &

services like:
TinyURL.com
Bit.ly
CloakedLink.com ;;.;.,er;;;,,;

%Icume to TinyURL!™

i[_lil-'nf to
! »—-ru‘rn-nruq ina

, nurmbers, and dashes,

An example
Turn this URL:

into this t
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TinyURL has a nice “p
to see the real URL befc
tinyurl.com/preview.php
(it sets a cookie)

Bit.ly has a Firefox add-on to
links:

addons.mozilla.org/en-US/firefox/adc
It also warns you if the site appears to be




Be Careful with Shortened URLs (Cont.)
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D I [ -'y Shorten, share, and track your finks

Home Tools Search Blog

Warning - this site has been flagged and may contain unsolicited content.

The comtent of this weh page appears to contain spam, or links to unsolicited or undesired sites.

http:/bit.ly/10ruH2
Source: hitp:fradiusnye.ning.comifeventsituesday-haby-tuesday-margues-1

You can learn more about harmful content
You can find aut more ab

Suggestions:

Qryou can continue to httpdiradiusnyc.ning. comieventsituesday-baby-tuesdav-marguee-1 atyour own risk,
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