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Road Warrior Security

WHY WORRY?

We have no knowle
the networks are de

We don’t know who t
the network

Do we even know that the
connecting to is legitimate?

Attackers often set up their own wire
and airports. So is “Hilton1” or “DFWDte
real?
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Road Warrior Security

PREPARATION

The key to using the
traveling is to unders
risks, use caution, anc

Update your laptop and
systems and applications to t
reduce their vulnerability to attzs
Automatic Updates
Secunia PSI
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PREPARATION (Cont.)
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Make sure the firewa \
This helps prevent othe
your laptop over the net

b

Check that your anti-virus 3\

and is running.

Laptops and smartphones are targ \
and easy to lose. Enable automatic screenlc
your laptop and smartphone using a strong
password or, at the very least, a PIN code.




Road Warrior Security

PREPARATION (Cont.)

If your laptop or s
confidential informa
encrypting the infor
drive before you leave.
ITS Offers Laptop Encryptio
Takes 1-2 Days - Plan in Advance

http://its.uah.edu



Road Warrior Security

CONNECTING TO PUBLIC N

Be cautions with
airports, hotels, reste
Look for signs with the
(SSID) displayed in the ho
terminal, or café — You can k
connecting to a legit network

When possible use encrypted Wi-Fi
(from best to worst: WPA2, WPA, and WEP
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CONNECTING TO PUBLIC N

Even with Wi-Fi enc
communications co
other users of the sa

Use HTTPS for Browser Se
icon)

Use VPN when available — UAH
a new VPN solution in 2012

VPN Creates an encrypted “tunnel” that all traffi
passes though
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Road Warrlor Securlty
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AVOID USING PUBLIC CO

Hotel business cent

Avoid them for anytt
browsing

They are seldom monito
malicious users and seldo

There have been numerous repo
software and other spyware discovere
machines

http://its.uah.edu
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NEW OPTIONS

Use your smartpho

Several newer phone

Choose your phone’s e
capabilities instead of puk

Read the security portion of t
your phone is configured secure

Smart Phone security is it’s own presentation, but
networks themselves are fairly secure
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TRAVEL SAFELY!
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