
 

   

 

  
 
 

 
 
 
 

 
These days, the assumed answer to every inconvenience 
or obstacle in life is “there’s an app for that.” Some are 
work-related, but many are personal. How safe are these 
apps when they have access to so much personal or work 
information on our devices? And how does that fit our 
risk tolerance? According to a recent report by McAfee: 

 80% of apps collect your location 

 82% of apps track something 

 57% of apps track when you use your devices 

 36% of apps know your account information 
 

 
1. If you don’t want your location shared by an app, you must turn off 

location services under Privacy Settings. Location services are required by 
many apps to provide you with location-specific data such as maps, and 
store details. However, your location may also be shared with advertisers.  
 

2. Before downloading an app, pay attention to the disclosures about 
personal information that can be accessed by the app, e.g. location of the 
device, or contacts. The developer should be clear about this. If not, that 
may be a red flag.   

 
3. Always update your apps. Many app updates contain security patches that 

will prevent your information from being accessed by malware.  
 

4. Be careful when reading app reviews to decide on whether to download. 
Some app developers may pose as consumers and write positive reviews to 
persuade you to download their app.  

 

 “Who’s Watching You: McAfee Mobile Security Report” (Feb 2014). 

 Twitter accounts: EduCause and EdTech Higher Ed. 
 

 

 

mailto:aewing@ua.edu
mailto:CISO@uab.edu
mailto:CISO@uabmc.edu
mailto:ciso@uah.edu
mailto:ctindol@uasystem.ua.edu
mailto:mjfoster2@uasystem.ua.edu
file://uas-fs1.uasys.ua-net.ua.edu/share/Risk%20Management/IT%20Risk%20Bulletin/www.uasystem.ua.edu
http://www.mcafee.com/us/resources/reports/rp-mobile-security-consumer-trends.pdf
https://twitter.com/educause
https://twitter.com/EdTech_HigherEd
https://www.consumer.ftc.gov/articles/0018-understanding-mobile-apps

