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URL-shortening services

McAfee Labs expects tl
services will be at the fo

The use of abbreviated UR
makes it easy for cybercrimi
users to malicious websites.

With more than 3,000 shortened U
being generated, McAfee Labs expects tc
growing number used for spam, scamming and ¢
malicious purposes.

http://its.uah.edu



Security Threats

Geolocation services

Locative services such :
Facebook Places can eas
whereabouts of friends a
Cybercriminals can see in re
who is tweeting
where they are located
what they are saying
what their interests are
what operating systems and applications they a

This wealth of personal information on individuals
enables cybercriminals to craft a targeted attack.
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Mobile Malware

Malware targeting sma
Malware has been disco
information from your ph
contact information
GPS position
emails
Android
Malware increased 76% in second quz
Still lacking tight reviews of apps in Marke
iPhone

More review control over apps, but still seeing an in
malware
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Apple — Mac’s not immt

The biggest current thre

Mac Defender scam — tric
AV...which was a virus itse

Research before you downlc

There is a growing quantity of \
targeting Mac OS

“Drive by downloads” — you visit a site
malicious software on your machine

These have typically been “back doors” that allow
dCCesSsS your computer
McAfee, Norton, Sophos and ClamXav all offer legitimate
antivirus protection for Macs now (just to name a few)
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Sophistication Mimics Le

Your next computer virus c

Malicious content disguisec
files to trick unsuspecting vict
identify

"Signed" malware that imitates
more prevalent
Koobface - spreads primarily through
links to videos. When a user visits the we

video, they are prompted to download a vic
necessary update, which is actually a copy of the

McAfee Labs expects increased abuse of social netw
which will eventually overtake email as a leading attack
vector.
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Botnets — Hacker’s Zo

Botnets continue to use a see
power and bandwidth around
Created by embedding malware
Malware “phones home” to a co

Now massive amounts of distribute
Distributed Denial of Service Attacks (D
Spam delivery
Serving Porn
All without the user’s knowledge

Bot Herders (hacker’s who control them) ofte

Mariposa - dismantled on December 23, 2009, it c
individual computers

Zeus botnet — still in existence and it various forms is estir
million computers. It steals banking information.

They are becoming more sophisticated
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Hacktivism: Following the

Next year marks a time i
attacks will proliferate anc
will appear.

More groups will repeat the
hacktivism is conducted by pec
independent of any particular gc
movement, and will become more «
strategic by incorporating social netwc
process.

McAfee Labs believes hacktivism will become
way to demonstrate political positions in 2011 and
beyond.
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