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- Passwords

.Paradox: use a strong password and remember it.
trength depends on:

ord have the following characteristics:
1aracters long

alphabetic character

and lower case characters

eric character

haracter

yile. Change them often, and do not use
your accounts.

ord protected.
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Social Networking

Social Networking
and Identity Theft

ile networking
mation private!

equests from those you know.
omfortable with others seeing.
at the REAL site when entering your
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Phishing

pe of fraud, usually carried out electronically using eMail,
saging, or Text Messaging. It seeks to steal private

1 (such as passwords or bank account/credit card

posing as a trustworthy party or organization.

an unsolicited email that asks for personal

inks within an unsolicited eMail.

ble Use policy to share account

good judgment.
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S ‘ Antivirus

g to PC World, there were more than 25 million strains of
2 jdentified in 2009 alone

ould ensure that their systems have up-to-date antivirus
yware software

e must be configured to update automatically

cess files from external devices or import attachments,
an the documents for malicious code

stems are automatically updated and are
for malicious code automatically on local and

sreement with McAfee allows employees and
antivirus software for both Windows and
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Confidential Data

onfidential data is any information that
he following elements in conjunction with an
‘s name or other identifier:

> number
ber
information
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> - Protection of Mobile Confidential Data

r ey YyYYIPr.9

Passwords
e and USB flash drive encryption
cables when possible

d SIM cards can hold sensitive data
or select phones
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Incident Reporting

t an incident:
nauthorized use of your Chargernet, email, or network accounts
authorized use of university computer assets

-owned laptop, desktop, or mobile device was lost or stolen
ort other stolen university computer assets

tial unauthorized access to, or disclosure of, university
SN, Research, credit card)

ecurity questions or concerns
ave a virus, worm or some other type of malware

em where you suspect there has been unauthorized

6) 824-3333
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mailto:tag@uah.edu

B . Backing Up Your Data

portant that you backup critical information on
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1 Gomntt"'r:Dlsposal and Information Destruction

~einitbhmre~r 1ol

) disposal or reuse, computer systems should be
d and secured

lential data can remain “hidden” on old hard drives and
)t be cleaned off by the system’s new owner

)ard drives ensures that research data, confidential
data, or personal data is destroyed

Service Desk for assistance

Iy confidential data that you store on
2 |ike USB Flash Drives, DVDs, CDs, and

edia to ensure they are secured
k to wipe external hard drive storage
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g _ Patch Management

ecurity incidents are caused by flaws in software
bilities)

ng to CERT statistics, the number of

ilities reported has increased exponentially

ears (from only 171 in 1995 to more than
)07)

he ultimate solution to software

em and files periodically
natched
lons and operating system up-
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Regulatory Compliance

ecurity training should be attended

| compliance training should be
as follows:

patient treatment data or have access to a
contains patient treatment information:
training and acknowledgement

t records of current students: FERPA

ards for customers: PClI
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Questions/Comments

everyone'’s responsibility....

ISSP, CISA
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