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P-Synch Password Synchronization Tool

The P-Synch tool allows you to synchronize a single password across many of your
UAHuntsville accounts. Instead of having to remember different passwords to log in to
Angel, Chargernet, Email, the Library etc., you can use P-Synch to set a single password
for all of your accounts.

To utilize P-Synch, do the following:

1. Open your Internet Browser and enter https://eniac.uah.edu into the address bar.

2. Your browser will open the Self-Service Login page (see Figure 1).

Back Home Log out
UAHuntsville
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Self-service login

Please read the instructions before using P-Synch for the first time.

My Charger-1D for Directory Services { Chargerilet,Wireless,ResNet,ANGEL, ete.) ©

Figure 1: The Self-Service Login Screen

3. Enter your Charger ID and click the Log in button.

Your Charger ID is the first part of your official UAHuntsville email account (the
information to the left of the @ sign). For example, in the email address,
rab0009@uah.edu, the Charger ID would be rab0009. If you are using an email alias
(1ohn.doe@uah.edu), the alias will not work. If you know your Banner ID (sometimes
call ed fAAO0 numb étips)/registgroab.edct@see your&lprger ID t o
which will be listed just below your Banner ID on the main menu.
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4. When you log in for the first time, you will be directed to enter your default or current
Charger ID password (see Figure 2).

€ iBack #iHome & iLogout
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Verify password

Enter your password for Directory Services
(ChargernNet,Wireless,ResNet, ANGEL,etc.)

Password:

Figure 2: The Verify Password Screen

Your default password is the first initial of your first name and the first initial of your
last name followed by the last six digits of your Banner ID.

5. Once you have entered your password, you will be required to define three security
questions (see Figure 3).

¢ Back #iHome & iLogout
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Answer personal questions for

Y ou must configure a valid Q&A profile before the other options are available to you.
Y ou have not defined enough questions.

In the future, P-Synch will be able to verify your identity by asking these questions, Add secret personal questions and answers by
filling in the blanks, then didk the 'Submit’ button.

s Clearthe answerto a pre-defined question to remove it.
* Clearthe guestion oranswer of a user-defined question to remove it.

Pre-defined example questions :

Minimum questions [3], Questions still required [3]

Question Answer Modified by Modified on
|-- Select a question -- = ‘

|-- Select a question -- L' [

[-- select a question - =]
Format help

Figure 3: Security Questions Setup Screen

On subsequent logins, you may either enter your password or answer two of your
three security questions, selected at random, to access P-Synch. This feature allows
you to access P-Synch and reset your password if you have forgotten it.

Updated August 20", 2009 Page 2



The P-Synch Utility provides a long list of questions from which to choose (see Figure
4).

What city were you born in? (1-99 characters)

What is the farthest from home yvou have traveled? (1-99 characters)
What is your favorite game or sport to play? (1-99 characters)

What is your favorite movie? (1-99 characters)

What is your favorite song? (1-99 characters)

What is your favorite television show? (1-99 characters)

What is your mother's maiden name? (2-99 characters)

What was the first vehicle you drove? (1-99 characters)

What was your favorite toy when you were a child? (1-929 characters)
What vear did you purchase your first car? (1-99 characters)

What is your favorite sports team? (1-99 characters)

Who is your favorite book character? (1-99 characters)

What was the first concert that you attended? (5-15 characters)

What street did you live on in third grade? (5-15 characters)

In what town was your first job? (5-15 characters)

What was the name of your elementary/primnary school? (5-15 characters)
What is the make and model of your first car? (5-30 characters)

What is your mother or fathers date of birth MM/DD/YYYY (formnat: NM/NN/NNMN)

Where does vour nearest siblina live? (5-15 characters)
What was your childhood nickname? (3-15 characters)

Where did you vacation last year? (5-15 characters)

What is the narme of the first school that you attended? (5-15 characters)
What is your mothers middle name? (3-15 characters)

What is your fathers middle name? (3-15 characters)

What was the street name of your childhood home? (5-15 characters)
What was the name of your first girlfriend/boyfriend? (5-15 characters)
Who is a famous, living person you would like to meet? (5-15 characters)
What car do you wished you owned? (5-15 characters)

Who is your favorite author? (5-15 characters)

Who is your favorite actor, actress or celebrity? (5-15 characters)

What award are you proudest of? (5-15 characters)

What is your favorite vacation spot? (5-15 characters)

What is your pets name? (3-15 characters)

What is vour least favorite food? (4-15 characters)
Figure 4: Security Questions
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6. Once you have defined your questions, click Submit, and you will be redirected to the
Main Menu (see Figure 5).

¢ iBack ffiHome & ilogout

Main menu

Change passwords
Add login accounts

Answerpersonal
questions

UAHuntsville
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0 P-Synch options

Change passwords

You last changed your passwords using P-Synch on 8/11/2009 12:32 PM, via the
help desk.

Add login seoounts
You have registered 5§ account(s) on 5 out of 9 target(s).

Answer personal questions

You have answered 3 question{s). (3 are required.)

Figure 5: P-Synch Main Menu

7. Click first option on the Main menu: Change Passwords (see Figure 6).

¢ ‘Back WyiHome iLogout

m:

Change passwords

Add login accounts

questions
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bl Change passwords for [ ]

Can't think of a passward?

meEr POSomE] Try one of these: |bag2lita -

Your password must:

® have at least & charactern(s),

» have upper and lower case characters.

s hawve at least 3 letter(s).

s have at least 1 digit{s).

* not be your profile 1D or name,

* not be your profile 1D or name reversed,

* not contain your profile 1D or name,

» not contain your profile 1D ar name reversed.

& not contain your profile 1D or name with the letters rearranged.
s not be your profile 1D or nam e with the letters rearranged.

e not hawe more than 2 pair{s) of repeating characters.

» contain charaders that can be typed on a standard English {US) keyboard.

Enter a new password for Accounts fsystems

Mew password: I 2 /Directory Services

(Chargeret,ireless,Re sMet, ANGEL, etc.)
Confirm: I

~ ‘Library
Change passwords

~ AUaH_Email

~ /MadHatteraD

Select all Clear all

Figure 6: The Change Passwords Screen

By default, all your accounts in the Accounts/systems box are checked, meaning that
all your accounts will use the new password. You can uncheck any account to which
you do not wish to apply this new password. You can repeat the process to select
different passwords for other accounts if desired.
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Read the password rules section beginning with AYour password must:0and select a
new password remembering that passwords must be at least eight characters in length,
contain both upper and lower case characters, and have at least three letters and a
least one number.

The box titled Try one of these is a pull-down menu that will give you multiple
sample passwords.

Once you have decided on a new password, type it in the New Password box and
again in the Confirm box.

Click Change passwords to synchronize your accounts.

A new screen will appear showing which accounts have been reset to the new
password (see Figure 7).

« |Back W Home & Logout

UAHuntsville

THE UNIVERSITY OF ALABAMA IN HUNTSVILLE

o ’ Change passwords: Results

Change passwords

Add login accounts Trigger Password Error message
EGgE enabled? ACCOUnt changed? (if any)

Answer personal

questions Directory Services Mo Yes

i{ChargerMet,wireless ,ResMet, ANGEL ,etc.)
wDone

Y our passwords were successfully changed on all targets.

If vou were logged into wour workstation, log out now. Tou must log in with your new password to
ensure that your workstation does nottry to use your old password to access network resources,

Close this window

Figure 7: Change password: Results Screen

Congratulations! Your passwords have now been reset using P-Synch.
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If you chose a new password that does not satisfy to the new password rules you will
see an error message displayed in red. See (Figure 8).

¢ Back #f Home g :Logout

m:

Change passwords
add login accounts

Answer personal
questions
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Name: Change passwords for [ ]

The new password must have both upper- and lower-case letters.

Can't think of a password?

Trr one of these: [faB9cydzij ;J

Your password must:

s have at least 8 character(s).

¢ have upper and lower case characters.,

e hawve at least 3 |etter(s).

e hawve at least 1 digit{s).

» notbe your profile 1D or name,

s notbe your profile 1D or name reversed.

® not contain your profile 1D ar name.

¢ not contain your profile 1D ar name reversed.

e not contain your profile 1D or name with the letters reamanged.
* not be your profile ID or name with the letters rearranged.

® nothave more than 2 pair(s) of repeating characters,

s contain characers that can be typed on a standard English (US) kevyboard.

Enter a new password for Accounts fsystems

Mew password: I I~ /Directory Services

{Chargeret, Wwireless,ResNet, ANGEL, etc.)
Confirm: I

Change passwords

— ‘Foreign Language Lab

Select all Clear all

Figure 8: Change Password Error Messages

You must choose another password that conforms to all the password rules in order to

continue.

It is possible to change your security questions and the answers provided. Log in to P-
Synch. From the Main Menu (see Figure 9), select the link Answer personal

questions.

{ iBack W iHome i Logout

Change passwords
Add login accounts

Answerpersonal
questions

UAHuntsville
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m:
Namer Main menu

0 P-Synch options

change passwords

You last changed your passwords using P-Synch on 8/18/200% 10:35 AM, via
self-service reset,

Add login accounts

Tou have registered 2 account(s) on 2 out of 9 target(s).

Answer personal guestions

Tou have answered 3 question(s). (3 are required.)

Figure 9: The P-Synch Main Menu
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Selecting this option will open the Answer personal questions window (see Figure
10). You can retype a new answer to an already selected question by retyping in the
answer field. You can change the question by selecting the pull-down and choosing
another question. Click Submit to save the changes.

{ Back #fiHome & Logout
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m:
Name: Answer personal questions for [ ]
Change passwords

Add (oein aEssums Y ou have defined enough questions.

Answer personal
questions In the future, P-Synch will be able to verify your identity by asking these questions. Add secret personal questions and answers by
filling in the blanks, then didk the 'Submit' buttan.

* Clearthe answerto a pre-defined question to remove it.
* Clearthe question aranswer of a user-defined question to remaove it.

Pre-defined example questions :

Minimum questions [3], Questions still required [0]

Question Answer Modified by Modified on

|What city were you bom in? (1-99 charaders) - [nn 7/19/2008
7:d46 AM

|What is the farthest fram home you have traveled? (1-99 characters) =l |uu ;/}12/;508

|What is your favorite maovie? (1-99 characters) | |nn 7/19/z008
7:d46 AM

|-- Select a question -- = |

Test the guestions and answers using challenge-response authentication,

Test authentication

Format help

Figure 10: Answer Personal Questions Window

If you need additional assistance, contact the Technical Assistance Group Help Desk,
8:00 a.m. to 6:00 p.m. in the Salmon Library.
Phone: 256-824-3333

Email: tag@uah.edu
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